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Experts of the Israeli company Votiro, specializing 

= <$: CRYPfOBOOM t/J 


in the field of cybersecuri 



found a vulnerability in the new version of Microsoft Word in the form of the 


opportunity to drop cryptocurrency through the embed code of a video that 


can be inserted into a text file. 


It is indicated that this possibility is realized through the option Online Video, 
which is available in the program. After opening the program, the user is 
offered a video for viewing, and he can have a thematic focus by the 
preferences of the person. While the video is being watched, the device 
process works in the interests of the hacker. 

In support of their words, they gave specific examples, in which about 99% of 
all processor performance was used in the interests of hackers. Specialists 
note that to maximize the effectiveness of hidden mining, the maximum 
duration of the video action is required. One way to artificially extend the 
running time is to start fake screenshots "Loading" to prompt the user to stay 
while waiting for the video to start. 

Based on the research, experts note that Word can carry other dangers, for 
example, act as a distributor of Trojans for the theft of bank data or phishing 
pages that are embedded in the document. 

Summing up, representatives of Votiro recommend users to be cautious 
about any file in Word format received from unknown users. Alert is also 
needed when using Online Video, integrated into the editor. 
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Among the potentially dangerous is recognize^ nd Internet Explorer. ^ 
Researchers note that the browser has a minimal share of distribution, so 
updates it appears exceptionally rarely. 

Information Source: TechRepublic 

(https://www.techrepublic.com/article/hackers-can-now-hide-cryptojacking- 
scripts-in-microsoft-word-documents/) 
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Blockchain keeps winning the hearts of giant retail, transportation and a plethora of other 
corporations. At the beginning of this year, January... 
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Experts of the Israeli company Votiro, specializing in the field of cybersecurity, found a vulnerability 
in the new version of Microsoft Word in the... 
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On February 25 in Barcelona was the exhibition of mobile technologies MWC. As expected, one of 
the leading participants will be the specialists of... 
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German automaker Porsche in cooperation with the Berlin start-up XAIN has begun testing the 
technology of blockchain in Porsche Panamera cars. The... 
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The non-profit organization LGBT Foundation, based in Hong Kong, created to support people with 
homosexual and bisexual orientation around the world... 
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Russian President Vladimir Putin happens to be among the supporters of cryptocurrency 
te:hnologies. According to his word;. PC^YcfftTOBO^Wle^/) Q 
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The EOS Cryptocurrency is set for a productive year, solving some fundamental industry problems. 
According to experts, EOS can outrun many... 
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President of Venezuela Nicholas Maduro announced the release of the second domestic 
cryptocurrency of the country - Petro Oro. The local channel... 
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Breakthrough technologies, including cloud technologies and blockchain system, will be applied to 
the USE. The head of Rosoboradzor Sergei Kravtsov... 
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ICO TokenStars TEAM is currently underway - a blockchain platform that brings together sports and 
entertainment stars with fans and advertisers.... 
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